NudopmanuonHas namMaTKa

NJIS1 00y4aKIIMXCA I pa3MelieHusi Ha opuunaabHbIX UHTepHeT-pecypcax
(ITpunoxenne No2)

C kaxxgblM roqomM Monoaexu B UHTEPHETE CTaHOBUTLCA Gonblue, a LWKONbHUKA OAHU 13
CaMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONM4ecTBa
BO3MOXHOCTEWN, MHTEPHET HeceT M npobnemMbl. ATa NnamsaTKa JOMKHA NOMOoYbL Tebe
©e3onacHo HaxoauTbCs B CETH.

KomMnbroTepHble BUPYCbI

KoMnboTepPHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MPOrpaMm, OTAUYUTESIbHOM
0COBEHHOCTBIO KOTOPOW SABMAETCA CNOCOOHOCTL K pa3MHOXEHWUI0. B gononHeHue K aTomy,
BMPYCbl MOTYT NOBPEANTb UMW MOMHOCTBIO YHUMTOXUTbL BCe (panrnbl U JaHHbIE,
NOOKOHTPOSbHbIE NOMb30BaTEND, OT UMEHW KOTOPOro Bbiia 3anyLleHa 3apaxxeHHas
nporpamMmma, a Takke NOBpeauTb NN JaXe YHUYTOXUTb ONepaLmoHHY0 CUCTEMY CO BCEMU
dannamm B Luenom. B 6onbLUIMHCTBE CryYyaeB pacnpoCcTpaHsTCA BUPYChl Yepes
NHTEpPHET.

MeToabl 3alMUTbI OT BPeAOHOCHbIX Nporpamm:

1. Micnonb3yn coBpeMeHHble onepauyoHHble CUCTEMbI, UMEIOLLNE CEPLE3HBIN YPOBEHDL
3aWMTbl OT BPEAOHOCHbLIX MPOorpamm;

2. [NoCcTosAHHO yCcTaHaBnNuBam nadTu (LMgpoBbIE 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMMBAOTCA C LeNbo 4opaboTkn nporpamMmmbl) 1 apyrne 06HOBNEHUS CBOEN
onepaumoHHon cnuctemMbl. CkaunBam Ux TONbKO C odouumanbHOro camta paspabotynka OC.
Ecnu cywecTtByeT pexxum aBToOMaTU4eCKOro OOHOBIEHUS, BKITHOYN €r0;

3. PaboTan Ha cBOeM KOoMMbIOTEPE NMOA NpaBaMu Nosnb3oBaTens, a He agMUHUCTpaTopa.
OTO He NO3BONUT OOMbLUMHCTBY BPEAOHOCHbLIX MPOrpaMm UHCTaNMpPOBaThCs HA TBOEM
nepcoHanbHOM KOMMbOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHbIX NPON3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNEeHnem 0as;

5. Orpaqub q)I/I3VI‘-IeCKVIIZ OOCTYMN K KOMMNbOTEPY OJ1A NOCTOPOHHUX NULL;

6. cnonb3yn BHELWWHWe HoCcUTEeNn nHopmMaLmm, Takme Kak doneLuka, AUCK unu gamn na
WHTepHeTa, TONbKO M3 NPOdEePEHHbIX NCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbIE ddanrbl, MONMyYeHHbIE N3 HEHAAEXHbIX UCTOYHUKOB. [laxe
Te pannbl, KOTOpbIE NpUcan TBOM 3HAKOMbIW. Jlyylle yTOYHM y Hero, oTrnpasnan nm oH
Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BMA Nepefayn gaHHbIX, HE TEXHOMNOMS, a Bcero nuwb dpeHn, mapka. Ewe B
1991 rogy HMaepnaHackas komnaHus 3apeructpuposana 6peng « WECA», 4to
obo3Havano cnosocoyeTaHue «Wireless Fidelity», KoTopbIn nepeBOANTCS Kak
«becnpoBogHasa TOYHOCTbY.



[lo Hawero BpemeHu gowna gpyras abbpesmaTtypa, KoTopasi ABMASETCA TaKoW e
TexHonoruen. 3to abbpesmatypa «Wi-Fi». Takoe HazBaHue 6bINo 4aHO C HAMEKOM Ha
cTaHdapT BbiCLUMK 3BYKOBOW TexHWKM Hi-Fi, 4yTO B nepeBoae 03HavaeT «BblCOKas
TOYHOCTb».

[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kadbe, OTensx 1 asaponopTrax ABMAsSeTCst OTIIMYHON
BO3MOXXHOCTbIO BbIXO[a B MHTEPHET. HO MHOrMe akcnepThbl CYMTaloT, YTO OBLLEOCTYMNHbIE
Wi-Fi ceTn He aBndaoTCca Oe3onacHbIMU.

CoBeTbl o 6e3onacHocTn paboTe B 00wenoctynHbix cetax Wi-fi:

1. He nepepasai cBoto nu4yHyto nHdopmaumo Yepes obwenoctynHole Wi-Fi ceTtw.
PaboTas B HUX, XenaTtensHO He BBOAUTb Naporiv A40CTyna, NOMMHbl U Kakne-To HoMepa;

2. Nicnonb3yn n o6HOBNAM aHTMBUPYCHbIE NporpamMmMbl 1 6paHamayep. Tem caMbiM Thbl
obe3onacuulb cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonssosaHun Wi-Fi oTkntoum oyHkumio «O6Lwmi goctyn K parnnam v
npuHTEpamMy». [laHHas yHKLMSA 3aKpbiTa NO YMONYaHUIO, OAHAKO HEKOTOpPbLIE
nofib3oBaTeNnM akTMBUPYIOT €€ Anga ygobcTea ncnonb3oBaHnsa B pabote nnm yyebe;

4. He ncnoneayn nyonunydbin WI-FI ana nepefayv nnyHbIX gaHHbIX, HAanpumep ass
BbIX04a B coumnarnbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. inonb3yi TONbKO 3alumiLeHHoe coeanHeHne Yyeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN UMEHHO «https://»;

6. B MmobunbHoM TenedoHe oTknoun dyHkumio «lMogkrntoveHune k Wi-Fi aBTomaTtmnyeckmy.
He pgonyckan aBTomMaTM4eckoro noakniyeHunsa ycrponcrtea k cetam Wi-Fi 6e3 TBoero
cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOLAT B HALUY XXW3Hb, MHOTME NtogM paboTaloT 1 XUBYT TaMm
NMOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnvapa YenoBek, YTo SABASEeTCS O4HOM
cebMOW BCeX Xuteneun nnaHeTtbl. MHOrMe nonb3oBaTeNM HE NOHMMALOT, YTO
MHopMaLus, pasMeLLiEHHAs MMX B coLMarnbHbIX CETAX, MOXET ObITb HangeHa u
NCnonb30BaHa KEM yrogHo, B TOM Yncne He 06a3aTenbHO ¢ 6Grnarmmm HamepeHusMu.

OcHoBHbIe coBeTbI N0 6e30NacHOCTM B COLMANbHbLIX CEeTSX:

1. OrpaHuyb cnncok apysen. Y 1ebs B Apy3bsx He AOMKHO OblTb CryYanHbIX U
He3HaKOMbIX ftoaen;

2. 3awuman cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS U APYIYIO JIMYHYIO0 MHPOPMaLnIO. 3M0YMbILSIEHHUKN MOTYT
NCNOSb30BaTh AaXe MHAOPMALMIO O TOM, KaK Tbl U TBOM POAUTENM NNaHUpyeTe NpoBeCTU
KaHWKyIbl;

3. 3awmiuan cBoto penyTauuio - AepXu ee B YNCTOTe U 3aaaBali cebe Bonpoc: xoten Gbl
Tbl, YTOObI Apyr1e nonb3oBaTeny BUAENM, YTO Thbl 3arpyxaelub? Nogyman, npexae vyem
YTO-TO ONyBnMKOBaTb, HAaNMUCaTb W 3arpy3nTh;



4. Ecnu Tbl roBopULLb C NIOObMU, KOTOPbIX HE 3Haellb, HEe UCMOMb3yn CBOE pearibHOe M4
N OPYryro ANYHY0 MHOPMaLMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3b6eran pa3smeweHus goTtorpacdum B IHTepHeTe, rae Tbl M306paXkeH Ha MECTHOCTU, MO
KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOSIOXKEHME;

6. MNpwu pernctpaumm B coumanbHOM ceTn He0b6X0ANMMO MCNOSb30BaTb CIIOXKHbIE NAPOSX,
cocrosime 1n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. nsa coumanbHON ceTn, NOYThbl U APYrMx CanToB HEOOXOAMMO MCMNONb30BaTh pasHble
naponu. Torga ecnv Teb4 B3NnomMatoT, TO 3fI0YMbILUNIEHHUKX NOMy4aT JOCTYN TOMbKO K
O[HOMY MeCTY, a He BO BCe cpaay.

ONeKTPOHHbIe AeHbIU

ONIEKTPOHHbIE AEHBLIM — 3TO OYEeHb YAO0OHbIN cnocob nnaTtexen, o4HaKo CyLeCTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbIN NOSBUIINCH COBCEM HEAABHO Y UMEHHO 13-3a 3TOr0 BO MHOIMMX
rocyaapcTeax 4O CMX MOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccum xe oHM (OyHKLUMOHMPYIOT 1 O HUX y>Ke NPOMNMCcaHo B 3aKOHe, rae nx pasgenstoT
Ha HECKOIbKO BMOOB - aHOHUMHbIE U HE aHOHUMHble. Pa3Huua B TOM, YTO aHOHUMHBbIE -
37O Te, B KOTOPbIX pa3peluaeTcsa NpoBoAnTb onepaumm 6e3 naeHtndmkaumm
nonb3oBaTens, a B HEaHOHUMHbIX MAEHTUdUKALUN NONb30BaTENS ABNSETCS
obs3aTenbHON.

Takke cneayeT pasnuyaTb 3MEKTPOHHbIE dMaTHbIE AeHbMM (PaBHbI FOCYAapPCTBEHHbLIM
BanTaM) 1 3NeKTPOHHbIE HedmaTHble AeHbrM (He paBHbI FOCYAapCTBEHHLIM BantoTam).

OcHoBHbIE COBETHI N0 Be3onacHon paboTe ¢ SNEKTPOHHLIMWU AEHbIraMm:

1. MpumBsXM K cHETY MOBUITbHBIN TenedOoH. ATO camMbl yOOOHbIM N BbICTPbIA CNocob
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIn TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3anjellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naponu. Mocne nepexofa Ha yCcUneHHyo aBTopusauuto Tebe
y)xe He By[eT yrpoXxaTb OMacHOCTb Kpakun UK nepexsaTa NiaTexXHoro napons;

3. Bbibepu crnoxHbin naposb. [NpectynHukam BygeTt He NpoCTo yragaTb CrOXHbIN Naporsib.
HagexxHble naponn — aTO Naponu, KOTopble coaepXxaTt He MeHee 8 3HaKOB M BKITHOYaloT B
cebsi CTpPOYHbIE M NPONUCHbIE BYKBbI, LMGPbI U HECKOSNBKO CMMBOJSIOB, Takne Kak 3Hak
ponnapa, yHTa, BocknuuaTenbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOU NMYHbIE AaHHbIE HA CalTax, KOTOPbIM HE JOBEpPSELLb.
AneKTpoOHHasA no4ta

QJIEKTPOHHAs NoYTa — 3TO TEXHOMOMMA N NpefoCcTaBnNsieMble €0 YCryru rno nepecsisike u
NOJSTYYEHMUIO ANEKTPOHHbBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON CETU.
O6bIYHO 3MEKTPOHHbIM MOYTOBLIN ALWMK BbIMSANT CrieayoLwmm obpasom:
UMs_nonb3oBaTena@ums_aomMeHa. Takke KpoMe nepegaymn NpocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasaTb dpaunsibi.




OcHoBHble coBeThbl N0 be3onacHoW paboTe ¢ ANEKTPOHHOW NOYTOWN:

1. Hapo BbibpaTb NpaBuibHbIA NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nyylle JOBEPSATb TEM, KOrO 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBay B NMMYHOW NOYTE NUYHYIO MHOopmaumo. Hanpumep, nyywe BoibpaTtb
«My3blKanbHbIM_haHat@» unm «pok2013» BmecTo «Temal3y;

3. Vicnonb3yn aByxaTanHyo aBTopM3aumio. 3TO Koraa NnoOMMMO Napons HY>KHO BBOAUTb
Ko4, npucbinaembi no SMS;

4. Bbibepu CnoxHbI naponb. [ns KaXgoro no4ToBOro Auimka OSmKeH OblTb CBOW
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb caMOMY CBOW JIMYHbIA BOMNPOC, UCMOSb3YN 3Ty
BO3MOXHOCTb;

6. Micnonb3yn HECKONBKO NOYTOBbLIX ALWMKOB. [1epBbIn ANA YaCTHOW Nepennckn ¢
agpecatamu, KOTOpbIM Thbl JOBepPSAeLUb. JTO SNEKTPOHHbIN agpec He Hago UCMonb3oBaTh
npw permcTpauumn Ha oopymax n camrtax;

7. He oTKkpbiBan thansbl 1 gpyrne BrOXKEHUA B NUCbMaXx LaXe eCrv OHU MPULLIIA OT TBOUX
apy3en. Jlydwe yTouYHn y HUX, OTNpaBnsanu i oHn tebe atn pansbl;

8. Mocne okoH4YaHus paboTbl HAa NOYTOBOM CEPBUCE NEPEA 3aKpbITUEM BKNAAKM C CanToM
He 3abyab HaxaTb Ha «BbInTuy.

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr — npecrnegoBaHme coobleHnamm, cogepxawmmm ockopbneHms,
arpeccuto, 3anyrmBaHue; XynmraHcTBo; counanbHoe 60MKOTMPOBaHME C NMOMOLLbHO
pasfnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThbl N0 bopbbe ¢ KMOEepPOYIIUHIOM:

1. He 6pocaricsa B 6on. Jlyywinm cnocob: nocoBeToBaTbCA Kak cebsi BECTU N, ECNN HET TOrO,
K KOMY MOXXHO 00paTUTbCS, TO BHa4ane ycnokonTbcs. Ecnu Tbl HAYHELWb OTBeYaTb
OoCcKopbneHnsMKn Ha ockopbrieHnst, TO TONbKO eLle 6ornblie pas3oXKellb KOHIUKT;

2. Ynpasnsi cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B Ce€TU MHMMasi. CyLLecTBYIOT Cnocobbl BbIICHWUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BeCTU XynuraHckuin obpas BUPTYarnbHOW XMU3HU. VIHTEpHET ouKCUpyeT Bce
TBOM AENCTBUS U COXpPaHSET nx. Yaanutb nx 0yaet kpanHe 3aTpyaHUTENBbHO;

5. Cobntogan cBon BUPTYyarbHYt YeCTb CMOSIOAY;

6. IrHopupyi eauHNYHbIN HeraTve. OaHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NyYlle
nrHopmpoBaTb. O6bIMHO arpeccus NpekpallaeTcs Ha HavanbHOW cTaguu;



7. Bban arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHNAMMN, B COLMAnbHbIX
CETSX eCTb BO3MOXHOCTb BIIOKMPOBKM OTMPaBKN COOBLLEHNI C onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMOeTennb K|/|6ep6ynn|/|Hra. TBoOM gencTBus: BbICTYNUTb NMPOTUB
npecnenoBarend, nokasatb emMy, 4TO €ro AEeNCTBNSA OLEHNBAKOTCHA HEraTUBHO, nogaepXxatb
XepTay, KOTOpOIZ HY>XHa rcuxosiornd4eckad rnomMmoLlb, coobWUTL B3POCJ1bIM O (*)aKTe
arpeccmMBHOIo noeeaeHmnd B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 MNaHLLEeTbl codepkaT B cebe BNnosnHe B3pocnbliii
byHKUMOHAT, 1 Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHapPHLIMU KOMMNbIOTEPaMMU.
OpHako, CpeAcTB 3alUMTbl Ans NogobHbIX YCTPOWUCTB Noka o4eHb Mano. TecTupoBaHue u
MOUCK YSI3BMMOCTEW B HUX NPOUCXOAMT He Tak MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcsl U MOOUMNbHBIX MPUNOXEHWUNA.

CoBpeMeHHble MobunbHbIE Gpay3epbl y)Ke NPakTUYECKN AOrHaNM HacTorbHbIE aHanoru,
0OHaKo paclumMpeHue yHKLMoHana BneyeT 3a cobor 6oMbLUYy CNOXHOCTb U MEHbLLYHO
3alLMLLEHHOCTb.

[laneko He Bce NpOU3BOAUTENN BbIMyCKaloT OGHOBNEHMS, 3aKpbIBalOLLME KpUTUYECKME
ySI3BUMOCTW A151 CBOMX YCTPOWCTB.

OcHoBHbIe coBeThl Ang 6€30nacHOCTU MOBUNbLHOro TenedoHa:

1. Huyero He siBnsieTca no-HacTtosiweMy 6ecnnaTHbIM. bByab ocTopoxeH, Beab korga tebe
npegnaratoT 6ecnnaTHbIn KOHTEHT, B HEM MOTYT ObiTb CKPbITbl KAaKMe-TO NnaTHbIe YCIyru;

2. lyman, npexae 4yem otnpaButb SMS, dboto nnu Bugeo. Tbl TOYHO 3HaeLlb, r4e OHU
OyayT B KOHEYHOM UTore?

3. Heobxoammo oBHOBNATL ONepaumMoHHy0 CUCTEMY TBOEro CMapTdOoHa;
4. /icnonb3yn aHTUBMPYCHbIE NporpamMmmbl 4t MOBUIbHBIX TENEOHOB;

5. He 3arpyxan npunoxeHnsa oT HEN3BECTHOIO UCTOYHMKA, Be€b OHMU MOTYT cogepXaTb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

6. NMNocne TOro Kak Tbl Boln4ELb C canTa, rae BBOAWI INYHY MHGOPpMaLUUIO, 3anan B
HacTponkn bpaysepa n yganm cookies;

7. I'Iepmo,u,mquKM I'IpOBGpFIVI Kakune nnaTtHble YCNnyrn aktTuBupoBaHbl HA TBOEM HOMEDPE,

8. [laBaii cBoi HOMep MOGUNBbHOrO TenedoHa TONbKO NASIM, KOTOPbIX Thl 3HaELLb U KOMY
[oBepsieLlb;

9. Bluetooth gomkeH 6bITb BbIKNHOYEH, KOrga Thl UM He nosib3yellbes. He 3abbiBai nHorga
npoBepsITb 3TO.

Online urpsbl

COBpeMeHHbIe OHJ'IaI7IH-l/II'pr - OTO KpaCo4Hble, 3axXBaTbiBarwlLne pa3Brie4eHnd,
obbeanHALWME COTHN ThiCAY YEnoBek Nno BCEMY MUPY. |/|Fp0KI/I ncenenyrT OaHHbIN UM



MUp, obLLaTCS APYr C APYrOM, BbINOSHSAIOT 3a4aHus], CpaXkatoTCsl C MOHCTpamu u
nony4atoT onbIT. 3a yAOBOMLCTBME OHU NNATAT: NOKyNatT ANUCK, onnaYynBaoT aboHEMEHT
NN NpUoBpPETAaloT Kakme-To onunn.

Bce aTv cpeacTtBa nayT Ha NogAep)KaHue U pasBuTUe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umcbpoBble 3annaTtky 4ns NporpaMMm), 3aKpblBalOTCS YSAI3BMMOCTI CEPBEPOB.

B nogoGHbIx nrpax Ctout ornacatbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CMCTemMa aBTOpU3aunn OonblKHCTBA urp.

OcHoBHbIE cOBETHI N0 6€30NaCHOCTN TBOErO MTPOBOrO akkayHTa:

1. Ecnn gpyron nrpok BeaeT cebsa nnoxo nnu cosgaet tebe HeNpUATHOCTU, 3abnoknpym
€ro B CNu1cke UrpoKos;

2. I'Iomanyﬁcq aadMUHNCTPAaTOopaM Urpbl Ha rnjioxoe noBegeHmne 3Toro Nrpoka, XernaTtesyibHo
NPUINOXNTb KakKne-T1o JoKa3aTesibCTBa B BUOE CKPUHOB,

3. He ykasbiBaun Nn4Hy0 MHGOpPMaLmIo B npodanne urpsbl;
4. YBaxan Opyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnvBamn HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnoxHble 1 pasHble naponu;

7. [Jaxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUpPYC. [1oka Thl UrpaeLlb, TBOM
KOMMNbOTEP MOTYT 3apasuThb.

PULIKHT UnNu KpaXxa JINYHbIX AaHHbIX

OO6bIYHON Kpaxkel AeHer U JOKYMEHTOB CEerofHs y)ke HMKOro He yauBWLLb, HO C pa3BUTUEM
NHTEPHET-TEXHONNOIMIA 3NTOYMbILLNEHHUKM NEPEMECTUNNCE B UHTEPHET, U NPOAOIKaloT
3aHMMaTbCA «OUMbIMY OEMNOM.

Tak nosiBuNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA UKW (PULLMHT, rNaBHas Lesb
KOTOPOro COCTOUT B NOSyYEHUN KOHUAEHLMANbHbIX aHHbIX NONb30BaTenen — NorMHoB
n naponen. Ha aHrnunckom a3bike phishing untaetca kak duwuHr (o1 fishing — pbibHas
noens, password — naporsb).

OcHoBHbIe coBeThl N0 bopbbe ¢ DULLNHIOM:

1. Cneawv 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina
B3rloMaHa, To Heob6xoaMmMo 3abnokMpoBaTh ee U CoobLWUTL agMUHUCTPaTopam pecypca o6
3TOM KaK MOXXHO CKOPEE;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-MarasmHoOB U MNOMCKOBbLIX
CUCTEM;

3. Vicnonb3yii CnoXHble U pasHble Nnaponu. Takum obpasom, ecnv Tebs B3nomatoT, To
3MOYMBbILUNEHHUKX NOMyYaT AOCTYN TONBKO K OAHOMY TBOEMY NPOdUmio B CETU, a He KO
BCEM;



4. Ecnn Tebs B3nomManu, To HeobxoaMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobaeneHbl y Tebs B Apy3bsiX, 0 TOM, YTO TeDS B3nomManu u, BO3MOXHO, OT TBOEFO MMEHMU
OyneT paccbinatbCs crnam U CCbIfKM Ha PULLIMHIOBbLIE CaNThbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napons B 6payaepe;

7. He oTkpbiBan hansibl U Apyrue BriOXXEeHUs B NMCbMax AaXe eCrn OHU NpULLIIM OT TBOUX
Apy3en. Jlydlwe yTOYHN Y HUX, OTNPaBAnN Nv oHn Tebe aTn annbl.

LUndpoBas penyrauus

LindbpoBas penytaums - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMaumsa B ceTu o Tebe.
KomnpomeTupyowas nHgopmaums pasMmeLleHHas B UHTEpPHETE MOXET Cepbe3HbIM
obpasom 0TpasnTbCA Ha TBOEW peanbHOM Xn3HN. «Llndposas penytauusay - 3TO TBOW
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHeETE.

TBOE MecTO XUTenbCTBa, y4ebbl, TBOE hMHAHCOBOE MONOXKeHne, 0COBGEHHOCTU XapaKkTepa
1 pacckasbl 0 BNM3KUX - BCE 3TO HaKannMBaeTcs B CETU.

MHorne nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGnvKkaumMm NM4Hon nHpopmauumn B
WHTepHeTe, He MOHMMas BO3MOXHbIX NOCNeACTBUA. Thl AaXe HE CMOXeLUb AoragaTbCs O
TOM, 4YTO poTorpacms, pasmeLeHHasa 5 net Hasag, ctana NnpUYMHON oTKasa NpPUHATL Tebs
Ha paborTy.

KommeHTapuu, pasmelleHne Teomnx ootorpacdun n apyrme 4ENCTBUA MOTYT HE NCHE3HYTb
Aaxke nocre Toro, Kak Tbl UX yaanuiwb. Tbl He 3Haellb, KTO COXPaHWU 3Ty MHGoOpMauuio,
nonana nu oHa B NOUCKOBbIE CUCTEMbI U COXpaHMnach N OHa, a rMaBHoe: YTO NogyMatoT O
Tebe okpyxatoLLee noan, KoTopble HaNaYT 1 yBUAAT 3TO0. Hantn nHpopmaumto MHOro net
CMyCTS CMOXET NOO0N - kKak 13 4obpbIX NOOYKAEHUI, TaK N C HAMEPEHUEM NPUYNHNTD
Bpea. OTO MOXeT ObITb KTO YroAaHO.

OcHoBHbIe coBeThl NO 3aWwmnTe UMdpoBon penyTauum:

1. Moayman, npexae 4Yem 4YTo-To NybnmkoBaTh U nepegasatb y cebsi B 6nore nnm B
couunanbHoOu ceTu;

2. B HacTporkax Npoguns yCTaHOBU OrpaHMYeHnst Ha NpOCMOTpP TBOEro npodunsa n ero
COAEPXUMOro, caenan ero TonbKo «4nsa apy3eny;

3. He pasmeLlan u He ykasbiBan MHGOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb
nnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LIKONbHUKN- aKTUBHbIE NoNb3oBaTeny umdpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO NMoMb30oBaHME MHOMMMW BO3MOXHOCTAMMU LMAPOBOro Mmnpa
TpebyeT cobnogeHns Nnpae Ha MHTENNEeKTyanbHyt0 COOCTBEHHOCTb.

TepMI/IH «MHTEeInneKkrtyarbHasa COOCTBEHHOCTbY» OTHOCUTCS K pa3rinyHbiM TBOPEHUAM
4yerioBe4yeCKkoro yma, Ha4dmHada ¢ HOBbIX |/|3o6peTeH|/1|71 N 3HaKoB, 0603HaYaLWMX



COBGCTBEHHOCTb Ha NPOAYKTbI U YCIYrK , U 3aKkaH4MBasi KHuramu, otorpacpumsmu,
KMHOOUNIbMaMM U My3blKanbHbIMU NMPOU3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyarnbHYy0 COGCTBEHHOCTb HAa NPOM3BeaEeHUS
HayKku, nuTepaTypbl N UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum Toro,
YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT emy
crpaBefsiMBble BO3MOXHOCTW 3apaboTaTth Ha pe3ynbTaTtax CBOero Tpyaa, nonyynTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCMPOM3BOAUTb €ro
npouseeneHne, pacrnpocTpaHaTb, Ny6NnM4YHO AeMOHCTpUpoBaTh, Npoaasathb,
MMNOPTUPOBATb, MycKaTb B NpOKaT, NyOrMYyHO NCMNOMHATL, NOKa3bIBaTb/UCNONHATL B
admpe unu pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue «nMpaTckoro» nporpaMMHOro obecneyYeHnss MoXeT NPUBECTU K MHOTUM
puCKaMm: OT NoTepu AaHHbIX K TBOMM akkayHTam [0 6r10KMpPOBKM TBOErO YCTPOWCTBA, rae
YCTaHOBIEHHbIV He neranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYET
neranbHble 1 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HalTU B CETU.

O nopTane

CeTeBMYOK.ph - TBOW rMaBHbIA COBETUMK B CETU. 34€Ch Tbl MOXELLb Y3HATb O
6e30nacHOCTM B CETU NOHATHBIM U AOCTYMHbBIM A3bIKOM, a NPU BO3HUKHOBEHUU
KpUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke NPUHATbL y4acTue B KOHKypcax u
cTaTb camMblM LUAPOBLIM rpaxgaHUHoMm!



